Tutorial written by Falcon 

Target:  Bullet’s 8th crackme     { You can find it on http://www.crackmes.cjb.net }

Tools  : SoftIce 3.xx or 4.00

  Some thinking

  Calculator

Level of protection: Not hard

Essay:

Hi, all tutorial readers. As I always do, in the beginning, I am going to make some comments about the protection Bullet used for this program. I must admit that you have to know mathematics if you want to crack this program { or any other program that was created by good programmer}. To crack this program all you have to do is to enter the valid serial. Doing some calculations with the code the program says whether you entered the right serial. I always try to write a key generator for every program I cracked, but for this crackme it is not necessary, ‘coz there is only one serial and no generating. 

Ok, let make a program say that we have cracked it!

Here again I used the hmemcpy breakpoint. 

-Set this breakpoint and click on the Spider button.

-You have to jump to SoftIce.

-Press F11 once and then keep pressing F12 until you get to the program code location. {In the bottom of the screen you should see the name of the file…}

-Trace ( F10 ) the code until you get here:

0044A311          MOV     EAX, [EBP-04]          { Your serial you entered is moved to EAX register field …}



0044A314          CALL     00407A08

0044A319          MOV     ESI, EAX                  { The value of ESI takes the value of what you entered…}

0044A31B          MOV     EAX, [EBP-04]          { Again, Serial to EAX register field….}


0044A31E          CALL     00407A80

0044A323          PUSH    EDX                         { Stores the value of EDX in stack…We do not need it…}

0044A324          PUSH    EAX

0044A325          MOV      EAX, ESI                 { The value of EAX takes the value of what you entered…}

0044A327          CDQ                                    { Clears the EDX register to receive number, it can be remainder}

0044A328          ADD      EAX, [ESP]               {EAX=EAX+(serial you entered), in others words EAX=EAX*2}

0044A32B          ADC      EDX, [ESP+04]         { Nothing interesting…….

0044A32F          ADD      ESP, 08

0044A332          PUSH    EDX

0044A333          PUSH    EAX                                                            }

0044A334          MOV      EAX, ESI                  { Moves the serial you entered to EAX…}

0044A336          CDQ

0044A337          ADD      EAX, [ESP]               {EAX=EAX+(value of ESP); ESP=2*EAX

0044A33A          ADC      EDX, [ESP+04]

As you can see from the above code-the author makes some calculations to get the real serial. The following code compares two values. The first one is the value of the registor EAX {from the above code/ Type ? EAX when you get to this location 0044A33A. And the second one is 3E74984B. Follow the code….

0044A382         CALL     00403BE8

0044A387         JNZ       0044A398           { Jump to bad boy….}

When you get to the call {from the above code} press F8 and you should see the following:

00403BE8        PUSH     EBX


00403BE9        PUSH     ESI

00403BEA        PUSH    EDI

00403BEB        MOV         ESI, EAX          { After all the calculations the entering will be moved to ESI=EAX…}

00403BED        MOV         EDI, EDX         {3E74984B is moved to EDI. Remember we should get this number}

00403BEF        CMP          EAX, EDX         { Compare EAX and EDX }

If these two numbers are equal then jump to Good boy.

Ok, here is the calculation of the real entering.

From the first part of the code I explained that the manipulations with the entering are:

-The author adds the entering….      1)  EAX=entering+entering

-Then author make another addition 2) EAX=EAX+entering

From here we see that EAX after second operation must be equal to 3E74984B.

So, let us make some mathematics. Assume the entering is equal to x  { our aim is to find this number }

So, EAX=x+x=2*x…

Let’s put this number in the second equation.    EAX=2*x+entering { Do not forget that entering=x }

Then, EAX=2*x+x=3*x

If EAX=3E74984B then 3E74984B=3*x. Now, convert this number to decimal equivalent { using calculator};

You should get this number EAX=1047828555

Divide this number by 3 and you will get the x. That will be the serial you should enter.

That is all crackers, I hope that my tutorial was clear for everyone. If you want to ask me about this crackme contact me : falcon_geno@mail.ru
Greetz to Gandalf, the man who helps me a lot.

