Friday, February 25, 2000

Tutorial written by Falcon 

Target: Bullet’s 8.01 crackme

Tools  : SoftIce 3.24

Calculator

Level of protection: Medium

Essay:

Today I want to present my new tutorial, the explanation is going to be very clear, I just want some attention to what I am trying to tell. Bullet made some modifications to his 8th version, so here is the 8.01.Actually, this version is a little bit harder to crack:it has one more loop where he is going to make some new calculations and after this-a comparison. In this loop he used a conversion from decimal count system to hexadecimal. Then he is comparing this calculated number with the number which is located in the register. So, now I am going to write how we should achieve this number. {As always, I am going to explain every detail that is necessary for cracking this program…}

Ok, let’s get cracking….

1:-After executing the program, enter as a serial ‘12345’.

2:-Go to SoftIce and set the hmemcpy breakpoint.

3:-Press Enter and then F5 and you should be back to Windows.

4:-Press Spider button, and you will be again in SoftIce.

5:-Press F12 as much as it is necessary to get to this program’s code.{Almost in the bottom of the screen there must be the name of the program…}

6:-After all this pressing you should be here:

0044A2F9
MOV
EAX, [EBP-04]
{d Eax=(regcode which you have entered=12345}

0044A2FC
CALL
00407A08

{This call converts the regcode you have entered to hexadecimal equivalent. After this call EAX=3039  (type ? EAX and you will see our code}

0044A301
MOV
ESI, EAX

{ESI=EAX=3039…}

0044A303
MOV
EAX, [EBP-04]
{Regcode is MOVed to EAX register…}

0044A306
CALL
00407A80

{Makes just the same as previous call…}

0044A30B
PUSH
EDX


{Stores value of EDX register in stack…}

0044A30C
PUSH
EAX


{The same does with value of EAX register…}

0044A30D
MOV
EAX, ESI

{EAX=ESI=3039…}

0044A30F
CDQ



{Clears the EDX register…}

0044A310
ADD
EAX, [ESP]

{EAX=EAX+value of [ESP]. Here this value is our initial regcode. The author took it as a element of the array.  EAX=EAX*2…}

0044A313
ADC
EDX, [ESP+04]

0044A317
ADD
ESP, 08

0044A31A
PUSH
EDX

0044A31B
PUSH 
EAX

0044A31C
MOV 
EAX, ESI

{EAX=ESI=3039….}

0044A31E
CDQ

0044A31F
ADD
EAX, [ESP]

{EAX=EAX+value of [ESP]. This time this value will be equal to our regcode tomes 2. So, after this addition-EAX=3*regcode)…}

0044A322
ADC
EDX, [ESP+04]

0044A326
ADD
ESP, 08

0044A329
PUSH 
EDX


{Stores the value of EDX register in stack…}

0044A32A
PUSH
EAX


{Stores the value of EAX register in stack…}

0044A32B
LEA
EDX, [EBP-08]

0044A32E
MOV 
EAX, 00000006

0044A333
CALL
004079C8
Some comments:

D EAX enables you to see what information is located in the EAX register.

So, as you can see from the above program code, there is nothing to understand. Considering all the operation we can make it more simpler-just say that program multiplies the regcode you entered by 3. So the number we are going to work with will be:
number:=3*regcode

So, after this small section of code we going to face more harder, which requires some knowledge of mathematics. Actually, all the hard work will make a calculator, but you need to understand what the program does further. To do this be very careful in reading, So, after the last line of the code we traced let’ s go to the second part. Now, you should enter to the call which is in orange color, ’coz there is our main call. To get into this call-press F8 and You should be here:

004079C8 
PUSH
EBP

004079C9
MOV
EBP, ESP

004079CB
ADD
ESP, -10


004079CE
PUSH
01

004079D0
MOV
[EBP-10], EAX

Comments:

I must say that it is totally crap code, but we have to enter in this call. You have to press F8 until you come to this part of code. Here is going to be very tough code, so all I have to take from you is your attention. It will not be so hard if you have the idea. After this section there is going to be a lot of explanation and a little from mathematics. So, press F8 {It is going to take from you long time} and you should be here…

00408237
PUSH
ECX


{Stores in stack the value of ECX register…}

00408238
PUSH
00


{The same operation with 0…}

0040823A
PUSH 
ECX


{ Stores in stack the value of ECX register..}

0040823B
MOV
EAX, [EBX]

{Our number in EAX..{number:=3*regcode}}

00408240
CALL
00405B61

{The most significant call in whole program,…I will try to lead you by entering in every call that you need. So to get in this call also press F8…The program will jump to another place where the wrong regcode is calculated…We go there…}

00405B61
PUSH
EBP


{Stores in stack value of EBP register…}

00405B62
PUSH 
EBX


{Other 3 commands are the same as 1st ..}

00405B63
PUSH
ESI

00405B64
PUSH
EDI

00405B65
MOV
EBX, [ESP+14]
{EBX:=16…}

00405B69
MOV
ECX, [ESP+18]
{ECX:=0…}

00405B6D
OR
ECX, ECX

{ECX:=ECX or ECX…}

00405B6F
JNZ
00405B79

{Jump if value of ECX is Not Zero…}

00405B71
OR
EDX, EDX

{EDX:=EDX or EDX….}

00405B73
JZ
00405BA8

{Jump if Zero…. Here you will jump as long as in your number are no digits left. Explanation a little bit later….

00405BA8
DIV
EBX


{Ok, here I will stop for more information you can see after this command. Firstly, your EAX register is equal to 90AB. EDX register is equal to zero and it is ready for receiving a remainder after division. This number 90AB is divided by EBX=16, so after this operation in the EAX register is going to remain 90A and the remainder B is moved to EDX register=>EDX:=B…}

00405BAA
XCHG
EAX, EDX

{Exchange values EAX and EDX…}

00405BAB
XOR
EDX, EDX

{EDX:=0…}

00405BAD
JMP
00405CCA1

{Unconditional jump….}

00405CA1
POP
EDI


{Here is taking place-the restoration of values which were stored in stack….}

00405CA2
POP
ESI

00405CA3
POP
EBX

00405CA4
POP
EBP

00405CA5
RET



{Exit from the loop….

00408245
POP
ECX


{Restore the last value, which was stored in stack}

00408246
XCHG
EAX, EDX

{Exchange values: EAX:=EDX and EDX:=EAX…}

00408247
ADD
DL, 30


{To the remainder od the division operation 48 is added:DL:=DL+48…}

0040824A
CMP
DL, 3A


{Compare DL with 3A(58)…}

0040824D
JB
00408252

{jump if below this number…}

0040824F
ADD
DL, 07


{DL:=DL+7…just a addition…}

00408252
DEC
ESI


{Decrease value of the ESI register….}

00408253
MOV
[ESI], DL

{Now, the program is going to store the number which you have after these calculations. It will form another array and all the elements of it will represent a string. This string after all the calculations done is going to be compared with the number which we have to achieve….

00408255
PUSH
ECX




00408256
PUSH
00

00408258
PUSH
ECX

00408259
MOV
EAX, [EBX]

{You hexadecimal equivalent of the regcode you entered is mov to the EAX register. It get smaller and smaller every time you divide it by 16….}

0040825B
MOV 
EDX, [EBX+04]
{EDX:=0…}

0040825E
CALL
00405A6C

{This is another call where the program tries to devide your regcode and get the remainders…}

Some comments:

From the program code that we have already traced, you should understand that the program is going to deal with the remainders after division. So, all you have to do is just make some rest and wait until the program reach the final loop. The following section of the code can also be considered as important, and it is somehow is similar to that we have already met. But, I will try to explain to those how did not understood quiet well this loop….}

00405A6C
PUSH
EBP


{Stores in stack value of EBP register…}

00405A6D
PUSH
EBX


{Other 3 commands are the same as 1st ..}

00405A6E
PUSH
ESI



00405A6F
PUSH
EDI

00405A70
MOV
EBX, [ESP+14]
{EBX:=16…}

00405A74
MOV
ECX, [ESP+18]
{ECX:=0…}


00405A78
OR
ECX, ECX

{ECX:=ECX or ECX…}

00405A7A
JNZ
00405A84

{Jump if value of ECX is Not Zero…}
00405A7C
OR
EDX, EDX

{ECX:=ECX or ECX…}
00405A7E
JZ
00405AAF

{This is the line from which you are going to jump to the division process. I again what to say that the author wants from you to enter the regcode that after all calculation will match with ‘11DA9558E’ and you somehow should get it. 

00405AAF
DIV
EBX


{Here again the program is dividing the EAX register by 16. This time EAX register was shorter, ’coz you have already made one division. After this operation the value of EAX becomes smaller again…and it continues till there is nothing to divide…

00405AB1
XOR
EDX, EDX

{EDX:=0…}

00405AB3
JMP
00405AA8

{Unconditional jump….}

00405AA8
POP
EDI

00405AA9
POP
ESI

00405AAA
POP
EBX

00405AAB
POP
EBP

00405AAC
RET



{Exit from this call….}

00408263
POP
ECX


{ECX:= 1..}

00408264
MOV
[EBX], EAX

{The next element of array will be EAX after division. As was said before, after division the value of EAX get shorter, so the short value is recorded in array to extract it in proper time…}

00408266
MOV
[EBX+04], EDX
{Value of [EBX+04]:=0…}

00408269
OR
EAX, EAX

{EAX:=EAX or EAX…}

0040826B
JNZ
00408337

{Jump if value of EAX is Not equal to Zero. This means that if you still have something as a value of EAX register you will always jump to the beginning of the main loop. This loop was colored in blue. Check it.

Some comments:

Here I will explain in general what the program did while you were tracing in those program codes. Firstly, when you have entered as a regcode something it immediately, begings to calculate the regcode. In the first part of the tutorial was said that the regcode is equal to this:

1:-Regcode1:=regcode+regcode, in other words program multiplies it by 2. 

2:-Regcode2:=Regcode1+regcode {I just wanted to remind you that regcode is the value which you initially entered as regcode.

3:-The final number can be calculated by multiplying regcode by 3.

Second part of the code was made for creating a new string. There will be written all the remainder after dividing the number by 16. You see the final conclusions are very simple. The author made us suffer in those code just to receive this information, but it is enough to crack this program. 

Here is another part of the serial, very small, indeed. The program this time compares two strings. The first comes from calculations with our entered regcode, and the second one is: 11DA9558E

0044A358
LEA
EDX, [EBP-10]

{Moves the address, where the ‘11DA9558E’ is located, to EDX register…}

0044A35B 
MOV
EAX, [EBX+000002E8]

0044A361
CALL
002440C


{In this call the ‘11DA9558E’ is taken..}

0044A366
MOV
EDX, [EBP-10]

{In EDX register ‘11DA9558E’ is stored. You can see it by pressing d EDX…}

0044A369
POP
EAX



{Our remainders written in a string…}

0044A36A
CALL
00403BE8


{This call compares these two strings….If they are not equal-jump to bad routine…}

Ok, here goes some thinking. The program wants from us this number{11DA9558E}. So, now we will try to calculate it with use of the machine. We can now conlude that this number consist of the remainders of another number, X, let us call it like this. We will make a reverse method. We should convert this hexadecimal X to decimal equivalent. Here goes the formula:

X:=1*16^8+1*16^7+13*16^6+10*16^5+9*16^4+5*16^3+5*16^2+8*16^1+14*16^0

If you have good calculator then you will certainly spent some time for calculating this X.

But, that is not all. Do you remember that this X is equal to 3*real regcode

X:=3*regcode.

Try to calculate the regcode by your self

I hope this tutorial gave you a lot of information about cracking. If you did not understood completely all what I was trying to explain, I advice you all to read again this tutor. But if you have big problems, I would be glad to answer all the questions related to this crackme.

End.

Greetz:

Gandalf-the man who inspired me to become a cracker…

CeyCey-has a lot of information

SiFLyiNG

Crudd

Kro_bar 

My e-mail: falcon_geno@mail.ru
If you have something to say about this tutorial. Mail me and I will withstand any critics, or it can be something good{praise words.}

