Wednesday, March 22, 2000

Tutorial written by Falcon

Target: Chafe’s crackme TexMe.exe
{Very interesting program…}

Tools  : Soft Ice 3.24 


  Some thinking

Level of protection : Medium

Essay:

The author of this program made there a good trick that I firstly did not noticed, but after some thinking and sweating the whole protection scheme was discovered and finally the program was cracked. This trick was the first problem with this crackme; the second one was with calculation of the serial, but as some people say-“Nothing is uncrackable!”. Here we are going to use XOR’ing and some Math operations like subtracting and adding.

I am going to make calculation of the serial according to my name, so you can easily make it with yours. The tutorial is going to be very clear and there must be no misunderstandings, but anyway try to remember every step what I do, ’coz if you are willing to become a good cracker you need many tons of information. I advice to print this tutorial.

Ok, let’s begin:

Execute the program and I recommend you to enter my name to see how the calculations take place and then you can try with your name. So, in the first edit box enter as a name: Falcon and in the second any serial you want. Activate Soft Ice and set the following breakpoint: bpx getwindowtexta

-Press Enter and then F5 and you will return to Windows, after this step the breakpoint will react immediately and you will face the program code.

-Press F11 and there you will see the following:

0040107B
MOV
ECX, 00000014

{Value of ECX register becomes 20-decimal}

00401080
SUB
ECX, EAX


{ECX=ECX-EAX…Here value of EAX is equal to the length of your name.}

00401082
LEA
EDI, [EAX+0040318C]
{In EDI register is loaded the address that comes after your name. 0040318C is the address where your name is located, if you add length of your name to this value, so it will load the address that comes right after your name…}

00401088
MOV
BYTE PTR [EDI], 00

{There are some elements at this address, the first ones are chars of your name, and after this command the chars that follows your name are going to be equal to zero…}

0040108B
INC 
EDI



{EDI=EDI+1…Increase EDI by 1}

0040108C
DEC
ECX



{ECX=ECX-1…Decrease loop counter by 1}

0040108D
JNZ
00401088


{Jump if ECX is Not equal to Zero..}

0040108F
TEST
EAX, EAX


{Verifies the length of your name…}

00401091
JZ
004010A3


{If length(name)=0 then go to bad loop..}
00401093
ADD
BYTE PTR [00403166], 04
{Before this command the element that is located at 00403166 is equal to 4, after this command it takes value of 8…}

0040109A
MOV
BYTE PTR [00403168], 00
{Element takes value 0 at this address}

004010A1
JMP
004010A9


{Unconditional JuMP…}

004010A3
MOV
[00403166], AH

{The value of AH register is transmitted to the element at 00403166, it is going to be zero…}

004010A9
LEAVE


004010AA
RET




{Leave this call…}

Comments:

As you can see this call is required for preparation for the main calculation. The program makes some checking and is assigning values to initialize next important call.

Good, if you have entered something as a name then you are not going to have any problems after this loop. Now, here the next piece of code that requires thinking. As you trace the last line in the last section of code you will be here:

00401294
CALL
00401453

00401299
MoVsx
EAX, BYTE PTR [00403166]
{At this point you will see that the data segment is equal to 8. Again you can type d 00403166 and you will see that the first element at this address is 8. So, after this command EAX=8…}

004012A0
CMP
AL, [00403167]

{Here goes the critical point. Type d 00403167 and you will see that the element is equal to 4. But as you see from the following program code-if this two value are not equal then the program goes to the bad routine…This point made me think a little bit. Do you see something interesting from this piece of code??? The values must be equal to go to the next loop, so it means that we miss something. A very important code is located at the CALL that you see at the top of this piece. That is the trick, the program did not go there, so we must do something to get somehow in this call. To make this-clear the breakpoint we used to get in Soft Ice and set another one. Type bpx 00401453 , press Enter and then F5 and you will come to this point:

00401453
PUSH
EBP

00401454
MOV
EBP, ESP

00401456
ADD
ESP, -04

00401459
MOV
[004031A0], ESP

0040145F
LEA
ESP, [00403152]

00401465
MoVsx
EAX, BYTE PTR [00403166]

0040146C
ADD
ESP, EAX

0040146E
RET

Comments:

Actually, this piece do not give us any useful information to us for cracking this program. So, just ignore it. And gather all your attention to the next loop…

When you exit from the above call you will be here:

00401361
LEA
EDI, [0040318C]

{The address, where your name is located, is moved to EDI register…By typing d EDI you will see your name in data window….}

00401367
MoVsx
EAX, BYTE PTR [00403168]
{This value in the first loop is going to be equal to zero, and every loop is going to be increased by 1…The author makes this command, ’coz he wants to shift your name by one unit to take it later and makes some operations…}

0040136E
ADD
EDI, EAX


{Here is the shifting place…EDI=EDI+EAX}

00401370
INC
BYTE PTR [00403168]
{The loop parameter is increased by 1…}

00401376
MOV
EAX, [00403188]

{The hexadecimal equivalent of the serial that you have entered is MOVed to EAX. After this command type ? eax and you will see the serial…}

0040137B
MOV
ESP, [004031A0]

{Crap. We will not use this value…}

00401381
INC
EAX



{The serial is increased by one….}

00401382
INC
DWORD PTR [00403188]
{The element at 00403188 also increased..}

00401388
XOR
EAX, [EDI]


{Here goes the XORing EAX=EAX xor (value that is located at EDI register. Type d edi and you will see which value is going to be XORed… This value will be taken according to your name. You will see that the program, as the first value will take 636C6146-That is a part of my name. If you type ? 636C6146 you will see a number and a little to the right will be shown “claF”. That is first four char of my name, but they are written inverse. As you shift it by one the next value that will be taken will be 6F636C61-“ocla” That is next four chars of my name. The whole process is going to be explained a little later…}

0040138A
MOV 
[00403188], EAX

{Here is also important point. The value that you have decided after XORing is MOVed instead of the serial that you have entered. Next time at 00401376 this value will be taken…}

0040138F
CMP
BYTE PTR [00403168], 10
{Compare loop parameter with 16-decimal…}

00401396
JNZ
0040139F


{Jump if result is not zero….Compare( CMP ) command subtracts first operand from the second and according to the result the zero flag takes value of zero if the operands are equal…}

00401398
ADD
BYTE PTR [00403168], 04
{Element at this address=element+4..The element is going to be equal to C-hexadecimal}

0040139F
LEAVE




{Leave…}

004013A0
RET




{Leave the call…}

Comments:

So, this part of the program code was the most important. We must understand every point that was used here. As you can see it is not too difficult. The program adds one then xors it with something, stores it as an element of the array and then uses it again. Simple mathematics. Ok, let me explain what you should do at the moment you reach the last line of this part of code. We will jump here:

00401294
CALL
00401453

00401299
MoVsx
EAX, BYTE PTR [00403166]

004012A0
CMP
AL, [00403167]

{Type d 00403167 and you will see that the element that was equal to 4, not equals to 8, so we can continue tracing…}

004012A6
JNZ
004012AE


{we will have to trace the code until AL will not be equal to this element{at address given}. To make us go through the code faster we are going to press F5 15 times. As you finished pressing F5 you should be at the code that begins with the blue colored address. Then you should trace a little bit and soon you will get here….}

0040149C
MOV
EAX, [00403188]

{The final result that you have after the 16-decimal loops of above call gives you the value that is MOVed to EAX register…}

004014A1
ADD
EAX, 09112478

{EAX=EAX+09112478…09112478-hex number

004014A6
TEST
EAX, EAX


{Checks if the result of above operation is zero or not…}

004014A8
JNZ
004014B3


{If not zero then goes to bad loop}

004014AA
ADD
BYTE PTR [00403166], 04
{Element (it was said before that it is equal to C)=element+4…The result must be 10-hexadecimal…}

004014B1
JUMP
004014BA


{Unconditional jump}

004014B3
MOV
BYTE PTR [00403166], 00
{If the result is not equal to zero the instead of C  program stores 0, as the element of the array…}

004014BA
MOV 
ESP, [004031A0]

{Crap…}

004014C0
LEAVE

004014C1
RET




{Leave the call}

Comments:

This is the final call where we are going to have some information for registering the program. As you can see there are also simple math operations that at the very last point should lead the value to zero. Somebody among you can ask me-How it is possible to have zero after addition of two values??? The idea is that after the number reaches value FFFFFFFF (that is hexadecimal number and the decimal equivalent is enormous number, about 42 million), but if you add to FFFFFFFF one the hex value becomes 0. So, this property we are going to use; but a little bit later. Firstly we are going to finish with tracing}

You will jump here after the above call:

00401294
CALL
00401453

00401299
MoVsx
EAX, BYTE PTR [00403166] {Now, it will be equal to 10-hex}

004012A0
CMP
AL, [00403167]

{The element at 00403167 remains to be 8}

004012A6
JNZ
004012AE


{Do you remember that I said that we will not jump until these two values will not be equal. This is time for jumping…}

004012AE
MOV
[00403167], AL

{The element takes value of 10-hex…}

004012B3
CMP
EAX, 10

004012B6
JZ
004012CE


{Here the zero flag takes value 0 and we jump to good message…”Yes. You found the right serial”…}

Ok, now I am going to give you the formula how I calculated the serial for my name. But, I want you to review the assay again if you did not understand something, ’coz every point is very important to get the serial. If you have no problem then you may see the formula. Again, I want to repeat that this formula is just for my name:

Formula:

((Serial+1) xor 636C6146+1) xor 6F636C61+1) xor 6E6F636C+1) xor 006E6F63+1) xor 00006E6F+1) xor 0000006E+1) xor 00000000+9+09112478=FFFFFFFF+1

Comments:

From where I took numbers like 636C6146 I have explained, 9-indicates how many loops were left after the program began to xor the number with zero. I hope you remember that the value of the number, which was xored with 0, does not change. So, in the formula you have to have 16(decimal) +1s. The number 09112478 is familiar to you. And as you remember the result if FFFFFFFF+1=0.

All you have to do is execute the calculator and in inverse manner calculate the serial, which you have to enter.

End.

Name: Falcon 

Serial: 2497754223

If you have anything to say about the way I was explaining the whole cracking process-contact me: falcon_geno@mail.ru
Greetz to:



All members of Genocide Crew( Gandalf, CeyCey, czDrillard, HyaCintH} to Gandalf especially.

SiFLyiNG, mIST, Kro_bar, Crudd

To The +Q, Chafe, Terminal Cilla-for good coding…

