Saturday, March 25, 2000

Tutorial written by Falcon 

Target: Chafe’s TexMe20.exe



Tools  : SoftIce 3.24

Level of protection: Not too easy

Essay:

Today I want to share with you how I have cracked this program. This crackme has good protection, but it is not too hard to register it. Like in his first crackme, Chafe uses here a trick that would be hard to understand for those who in cracking not too long. We are going to use a lot of Xor’ing, some thinking and writing a program in any language to get the serial. This is a very simple program, just one unknown {serial}. So, execute the program and let’s get started…

1:-Enter your name and any serial you want in those edit boxes.

2:-Activate SoftIce and set bpx getwindowtexta breakpoint.

3:-Press Enter and then F5 and you should be back to Windows.

4:-In second dialog box enter any number and SoftIce reacts…

5:-After pressing F11 you should be here:

0040129F
TEST
EAX, EAX

{The value of EAX is equal to length of your name, if it is equal to zero then zero flag takes value zero….}

004012A1
JZ
004012EB

{Jump to bad routine if zero flag is equal to zero…}

004012A3
MOV 
EAX, [0040300B]
{The value that is located at this address is MOVed to EAX…EAX=58455443    ‘XETC’…}

004012A8
MOV
EBX, 0040316C
{Your name address goes to EBX…}

004012AD
ADD
EAX, [EBX]

{EAX=EAX+EBX….As you can see to the value that was assign as EAX value is added numbers that come from your name. In the first loop the first number will be 636C6146. That is just inverse of four chars of your name…’claF’…In the second loop to new vakue of EAX will be added 6F636C61…Next four chars of name…’ocla’…}

004012AF
INC
EBX


{EBX=EBX+1…This command provides taking the next char of the name…}

004012B0
CMP
EBX, 0040317C
{This loop lasts until EBX =0040317C (16 times)}

004012B6
JNZ
004012AD

{Jump if they are not equal…}

004012B8
POP
EBX


{To EBX, from stack, goes the serial you entered…}

004012B9
ADD
EAX, EBX

{EAX=EAX+EBX…}

004012BB
XOR
[004012D9], EAX
{At this address, there is element that is going to be xored with EAX. After the operation this element is going to be changes by new one. Initial value of this element is 00584554…New element=00584554 xor EAX…} 

004012C1
SHR
EAX, 10

{EAX=EAX divide by 2^16}

004012C4
SUB
[004012D9], AX
{New element2=New element- value of AX…As you can see that is the final operation with you name and serial. This new element is stored at this address. It is going to be used in xoring part. That is the trick….}

004012CB
MOV
ESI, 004011EC
{Loads the numbers that are going to be used in xoring in ESI register…}

004012D0
MOV
ECX, 0000003E
{Loop counter=3E…}

004012D5
XOR
EBX, EBX

{EBX=EBX xor EBX=0…}

004012D7
JMP
004012DD

{Unconditional JuMP to main loop…}

004012DD
LoDsD



{This command take the number that is located at ESI and stores it in EAX register. Also, ESI=ES+04….This is to take next four numbers….}

004012DE
XOR
EBX, EAX

{EBX=EBX xor EAX….}

004012E0
DEC
ECX


{ECX=ECX-1…}

004012E1
JNZ
004012DD

{Jump if loop counter is not zero…}

004012E3
CMP
EBX, AFFCCFFB
{CoMParing of EBX and AFFCCFFB…}

004012E9
JZ 



{Jump to good cracker if they are equal…}

Let’s think that you have entered, as serial, something and after this part of the code it has reached this value X1X2X3X4-which will be stored at 004012D9. But, there is a problem, ‘coz it will be stored in reverse manner like that, X4X3X2X1…Ok, now we are ready to make some XORing…

1) 83EC8B55

2) 458BFCC4

3) 10F8830C

4) 006A0D75

5) 00026BE8

6) C9C03300

7) 830010C2

8) 0E750FF8

9) E808458B

10)  00000118

11)  C2C9C033

12)  F8830010

13)  33067501

14)  10C2C9C0

15)  01113D00

16)  850F0000

17)  000000E7

18)  3B14458B

19)  40316005

20)  6A1A7500

21)  30966800

22)  A7680040

23)  FF004030

24)  17E80875

25)  33000002

26)  10C2C9C0

27)  58053B00

28)  74004031

29)  54053B0C

30)  0F004031

31)  0000AE85

32)  D905C700

33)  54004012

34)  6A005845

35)  FC458D00

36)  FF646A50

37)  40315035

38)  01BCE800

39)  7D830000

40)  5F7400FC

41)  68146A50

42)  0040316C

43)  315435FF

44)  AFE80040

45)  85000001

46)  A14874C0

47)  0040300B

48)  40316CBB

49)  43030300

50)  317CFB81

51)  F5750040

52)  31C3035B

53)  4012D905

54)  10E8C100

55)  D9052966

56)  BE004012

57)  004011EC

58)  00003EB9

59)  EBDB3300

60)  X2X3X404

61)  D833ADX1
62)  81FA7549

Yeah, to crack this program I had to make XOR with all this numbers. All of them you can trace through in SoftIce, I advice you to check them all.

Let me give you the instructions what to do with lines 60 and 61. Firstly, make xor with all number except in lines 60, 61. As you get the result make XOR with 4 and then with D833AD00. You will get the number which will be constant for any name you enter. As you understand to get the serial we must make something with the last two lines that were not XORed. Do you remember we had to compare the whole number with AFFCCFFB. That is the way how to find X1X2X3X4. As you get the XORed number{ lines except 60, 61} make another xor with AFFCCFFB. You will get the number which will corresponds to X2X3X4X1. 

Just move X1 to the left and you will get this X1X2X3X4….

This number you have to equilize with what you get after first loop…The sum that goes according to your name also is not going to change, so we can take it as const….Now, go back to first loop and review the code that was written until XORing loop. According to the data we gained in this loop we can write… 

But, firstly, I wanted to write what is all about sum according to your name…For example you enter Falcon as the name. So, the sum=’claF’+’ocla’+’nocl’+noc’+’no’+’n’ {Each character has its hex equivalent and your are going to substitute according to your name in the same manner as I did. ‘claF’=636C6146’

Formula:

[(58455443+Sum( according to name)+Serial) xor 00584554]-[Serial+Sum+58455443] div 2^10= 585426EB--------------The number which you are going to get after XORing all lines{except 60, 61} and AFFCCFFB.

Final notes:

This [(58455443+Sum+Serial)] can Be changed as X and using a program you will get this X, then from this X subtract 58455443 and subtract Sum. Do not forget that we use hex numbers.

2^10=65536

End.

I hope that you have learned something today from my essay, and if you have some questions or you want the source of the brutter contact me: falcon_geno@mail.ru
Name: Falcon

Serial: 3189299213

Greetz:

To all Genocide Crew’s members {Gandalf, czDrillard, CeyCey, HyaCintH…}

SiFLyiNG, mIST, Crudd, Kro_bar

The +Q, Chafe, Terminal Cilla, AntiXrist-for good coding… 

