Thursday, March 23, 2000

Tutorial written by Falcon 

Target: cm_lite.exe {a good crackme made by Terminal Cilla and AntiXrist}

Tools used: SoftIce 3.24; some thinking will be a necessary atribute

Level of protection: Medium

Essay:

Here we have a good program that requires some thinking for registering it. We are going to use some math operations and calculator will help us a lot, ‘coz the program is dealing with great numbers. For those who are in cracking for a short period of time I advice to print this tutorial and follow my steps and see what happens in the SoftIce.

Steps:

1:-Execute the program and enter {firstly} my name, ’coz I will explain it according to my name and then you will be ready for tracing with your name.

2:-As a serial enter 12345.

3:-Activate SoftIce and set the hmemcpy breakpoint. Press Enter and then F5.

4:- As soon as you get back to Windows. In the second edit box Press any number and you will immediately be in SoftIce.

5:-Press F12 until you get here:

0045640F
MOV
EAX, [EBP-18]

{Your name is MOVed to EAX register…}

00456412
CALL
00403AD0


{At this call, EAX register takes value of length of your name…}

00456417
ADD
EAX, 11


{EAX:=EAX+11..}

0045641A
CMP
EAX, 14


{CoMPare EAX with 14…}

0045641D
JL
00456500


{Jump if Less…}

00456423
LEA
EDX, [EBP-18]

{The address where your serial will be stored is moved to EDX register…}

00456426
MOV
EAX, [EDI+000002DC]

0045642C
CALL
00423854


{As you reach this point deactivate the breakpont, type 
bc *….}

00456431
MOV
EAX, [EBP-18]

{Serial in MOVed to EAX register…}

00456434
CALL
00403AD0


{At this call, EAX register takes value of length of your serial…}

00456439
TEST
EAX, EAX


{If EAX is equal to zero then the zero flag takes value of zero. If EAX is not zero then it takes value of 1…} 

0045643B
JZ
0045650C


{Jump to bad routine if zero flag  0…}

00456441
LEA
EDX, [EBP-18]

00456444
MOV
EAX, [EDI+000002D8]

0045644A
CALL
00423854

0045644F
MOV
EAX, [EBP-18]

{Your name is in EAX register…}

00456452
CALL
00403AD0


{At this call, EAX register takes value of length of your name…}

00456457
TEST
EAX, EAX


{Test if value of EAX=0 or not…}

00456459
JBE
00456A9


{Jump if Below or Equal to 0…}

0045645B
MOV
[EBP-14], EAX

{The length of your name is stored as a element of the array at this address and later will be used as a loop counter…}

0045645E
MOV
DWORD PTR [EBP-0C], 01
{1 is also element of the array…}

Comments:

As you can see that is just a checking piece of the code. It verifies whether your enterings satisfy the conditions to pass to the main generating routine.

The first condition is:-Your name must be greater than two characters.

The second one is that your serial must exceed 0 length…

After you trace this part you should be here:

00456465
LEA
EDX, [EBP-18]



00456468
MOV
EAX, [EDI+000002D8]

0045646E
CALL
00423854

00456473
MOV 
EAX, [EBP-18]


{Your name is MOVed to EAX..}

00456476
MOV
EDX, [EBP-0C]


{The element at this address is restored to EDX…during the loop it is going to be increased…}

00456479
MoVzx
EAX, BYTE PTR [EDX+EAX-01]
{Each loop the chars of your name will be moved to EAX, in the first loop the first char and it will last until there is no chars in your name to take for generating the numbers….}

0045647E
IMUL
DWORD PTR [EBP-0C]

{MULtiplication of EAX register and the value of element. As it was said before-it is going to be increased each loop by one…}

00456481
ADD
EBX, EAX


{ADDition-   EBX=EBX+EAX. The value of EBX register is zero in the first loop…}

00456483
ADD
ESI, ESI


{ESI=ESI+ESI…ESI is also zero in Loop1..}

00456485
ADD
ESI, EBX


{ESI=ESI+EBX…}

00456487
MOV
EAX, [EBP-04]

{The initial value of this element is MOVed to EAX. In Loop1 it will be equal to zero, during the loop it will be changed according to your name}

0045648A
ADD
EAX, ESI


{EAX=EAX+ESI…}

0045648C
ADD
EAX, EBX


{EAX=EAX+EBX…}

0045648E
ADD
EAX, [EBP-0C]

{EAX=EAX+(element at EBP-18 address)..}

00456491
MOV
[EBP-04], EAX

{Store the value of EAX as array element..}

00456494
MOV
EAX, [EBP-04]

{Nothing changed…}

00456497
SUB
EAX, ESI


{SUBtraction-   EAX=EAX-ESI…}

00456499
ADD
EAX, [EBP-08]

{Here author introduces a new array. The final elements of all arrays we are going to use in the calculation of the serial. Value of the first element of this array is zero…It will also change…}

0045649C
ADD
EAX, EBX


{EAX=EAX+EBX…}

0045649E
MOV
[EBP-08], EAX

{Storing the value of EAX in the second array, later it is going to be used as next element….}

004564A1
INC
DWORD PTR
[EBP-0C]
{Element:=element+1…}

004564A4
DEC
DWORD PTR [EBP-14]
{Decrease loop counter by 1}

004564A7
JNZ
00456465


{Jump if loop counter is Not Zero….}

Comments:

Ok, here you have faced the first important loop in the program. As you can see the program calculates some numbers that later will be used in the final calculations. I am going to give you a list of those values that we are going to need. 

1:-Final array element in [ebp-04], for my name it will be 9F4F. To see this number type d ebp-04 and in the left part of the data window you will see this number in the reverse manner.

2:-Final array element in [ebp-08], for my name it will be 9F72.

3:-And the value of ESI register also is necessary number for getting a serial.

004564A9
MOV 
EAX, [EBP-04]

{The number(in my case-9F4F) which is located at this address is MOVed to EAX register…}

004564AC
IMUL
DWORD PTR [EBP-08]
{EAX:=EAX*(second number that was determined in the previous loop-9F72)…So, EAX=9F4F*9F72….}

004564AF
ADD
ESI, EAX


{ESI (in my case-4F9D)=ESI+EAX…}

004564B1
XOR
ESI, EBX


{ESI=ESI xor EBX (in my case-897)…}

004564B3
AND
ESI, 7FFFFFFF

{ESI=ESI and 7FFFFFFF…}

004564B9
LEA
EDX, [EBP-18]

{The address where your serial will be stored is MOVed to EDX….

004564BC
MOV
EAX, [EDI+000002DC]

004564C2
CALL
00423854

004564C7
MOV
EAX, [EBP-18]

{Your serial in EAX…}

004564CA
LEA
EDX, [EBP-10]


004564CD
CALL
004048EC


{The second important loop. Here the program calculates the number, according to the serial that you have entered. As you can see this part of the code makes the final calculations according to your name, and the number you are going to obtain is going to be compared with the number you get according to serial.

I am going to explain last call briefly, ‘coz this call reqiures a lot of writing {in fact there is only two things that is necessary for us and I do not have to write the whole code for understanding it.To get in this call press F8 and then F10 until you get here:}

0040491E
CMP
BYTE PTR [EBP+ESI-01], 20
{Here the program compares your first char of the serial wether it is space or not….}

00404923
JZ
00404A1D



{Jump if it is space…}

00404925
MOV
BYTE PTR [ESP+10], 00

{Assign to the element of the array value 0…}

0040492A
MOV
AL, [EBP+ESI-01]


{First char of serial goes to AL ….}

0040492E
CMP
AL, 2D




{CoMPares it with ‘-‘…}

00404930
JNZ
0040493A



{If they are not equal then jump…}

00404932
MOV
BYTE PTR [ESP+10], 01

{Assign 0 to the array element..}

00404937
INC
EBP




{EBP=EBP+1…}

00404938
JMP
0040493F



{Unconditional JuMP}

0040493A
CMP
AL, 2B




{CoMPares AL with ‘+’…}

0040493C
JNZ
0040493F



{JuMP if they are Not equal…}

0040493E
INC
EBP




{EBP=EBP+1…}

0040493F
MOV
BL, 01




{MOV 1 to BL….}

00404941
CMP
BYTE PTR [EBP+ESI-01], 24
{CoMPare first char of the serial with ‘$’. That is what we need. Because the program jumps, if first char is $ to the right generating routine. Otherwise, the serial that you will calculate will be wrong…}

00404946
JZ
00404963



{JuMP if 1st char=’$’…}

The code that follows this part is a little big for me to write it, so I want you just to trace it and you will see that the serial, beginning from the second char, is going to calculated in such way that after this enormous loop it will be stored in EAX register. For example, if as a serial you have entered $12345. So, after this loop EAX, will be equal to 12345. In SoftIce it will look like that. EAX=00012345.

Here comes the final part of the code, after you trace through last call you should be here:

004564D2
CMP
DWORD PTR [EBP-10], 00
{CoMParing of element which is located at ebp-10 and zero. Actually, I could not get the idea why the author makes this operation. Because it is always true that they are equal???…}

004564D6
JNZ
0045640C


{Jump, to exit, if they are not equal…}

004564D8
LEA
EAX, [EAX+EBX]

{EAX=EAX+EBX…EAX is your serial number and EBX is equal to 897. It was calculated in one of the previous loops…}

004564DB
XOR
EAX, EBX


{EAX=EAX xor EBX…}

004564DD
AND
EAX, 7FFFFFFF

{EAX=EAX and 7FFFFFFF….}

004564E2
CMP
ESI, EAX


{CoMPares two numbers. The first goes according to your name and the second according to your serial. If you want to register this program they must be equal….}

004564E4
JNZ 
0045650C


{Jump to end of the program if they are not equal….}

That is all with the tracing. We get the idea what we have to reach in order to crack this program-that is have two equal numbers. The first number will be unchangeable for your name and all we have to do is just find the serial which after all this calculation will match the number according to your name….

Let me give the formula, how I have cracked this program…the number that program have calculated according my name was 6339595C. Did not you forget that the first char in the second edit box must be ‘$’?

Formula:

[(Serial+897) xor 897] and [7FFFFFFF]=6339595C

{For those who did not understood that well let me write it in the values that program used while cracking:

[(EAX+EBX) xor EBX] and [7FFFFFFF]=6339595C-this formula is taken from the very last loop of the assay. Using Hex calculator there is nothing to get the right serial…

End.

Name: Falcon 

Serial:
$63394934

Thanks for reading this assay. I made my best to make it clear, but if you still have anything to ask I am on your service. Mail me:

falcon_geno@mail.ru
Greetz:

Everybody from Genocide Crew {Gandalf, czDrillard, CeyCey, HyaCintH….}

SiFLyiNG, mIST, Crudd, Kro_bar

The +Q, Terminal Cilla, AntiXrist, Chafe-for good coding…

